


SONICWALL

Avthentication Service

SonicWALL Authentication Service Features and Benefits

* Robust VPN User Authentication. SonicWALL Authentication Service uses digital certificates, which are widely accepted as the best solution for
establishing user identities on the Infernet.

o Affordable and Easy to Deploy Authentication Solution. With the SonicWALL Authentication Service, network administrators can take advantage
of public key infrastructure (PKI) and digital certificates without the high cost and complexity of creating the infrasiructure themselves. SonicWALL
manages the infrastructure for a seamless end-to-end VPN authentication solution.

« Flexible VPN Client Management. With the SonicWALL Authentication Service, network administrators can quickly issue and revoke digital
cerfificates for VPN users to facilitate the management of access privileges.

« Easy Digital Certificate Distribution. SonicWALL Authentication Service simplifies the distribution of digital cerfificates to end users via a secure,
Web server (HTTPS).

o Easy Service Management. Network administrators manage the SonicWALL Authentication Service directly from the SonicWALL Internet security
appliance with its award-winning ease-of-use.

SonicWALL Authentication Service Part Numbers

Authentication Service for Sonic(WALL Internet Security Appliances Authentication Service for SonicWALL VPN Client Software
01-55C-2780  For SonicWALL TELE2 01-55C-2784  Single SonicWALL VPN Client Certificate

01-SSC-2781  For SonicWALL SOHO2 01-55C-2785 10 SonicWALL VPN Client Certificates

01-SSC-2782  For SonicWALL XPRS2 01-55C-2786 50 SonicWALL VPN Client Certificates

01-55C-2783  For SonicWALL PRO/PRO-VX 01-55C-2787 100 SonicWALL VPN Client Certificates

SonicWALL Authentication Service Specifications

Certificate Authority Digital Certificate Type

Self signed Root Certificate, hosted by VeriSign X.509v3

Certificate Enrollment End-user Digital Certificate Distribution

SCEP integrated into SonicWALL Security Appliances and Management Screens Automated e-mail from local Administrator

Secure Web-based using HTTPS
Certificate Revocation
SCEP-CRL integrated info SonicWALL Security Appliance
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